. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

QTECH

Qsw-3420

Ethernet-kommyTtaTtop goctyna L2+

Cepua QSW-3420

OnucaHue

Cepus KOMMYyTaTOpOB QSW-3420 - 370 cepus MHOTOMYHKUNOHAMNbHbIX
BbICOKOMNPOM3BOANTENBbHBIX KOMMYTaTOPOB C MOBbIWEHHOW 6e3onacHocTbio. KommyTtaTopbl
AaHHOM cepumn obnagatoT NPeBOCXOOHbIM KOHCTPYKTUBHBLIM WMCMOSIHEHWEM, HAOEXHOCTbIO U
NPOCTOTON UCNONb30BaHNA. basoBbI (OYHKLUMOHAN KOMMYTaTOPOB MOSIHOCTB COOTBETCTBYET
MUPOBbIM TpeBoBaHMAM A5 NOCTPOEHUSA HAaAEXHbIX CETeN YPOBHS AOCTYMa.

KommyTaTopbl OCYLUECTBISOT MOAKMIOYEHNE KOHEYHbIX MONb30oBaTene K CeTU KPYMHbIX
npeanpuaTAA, NPeanpPUATUIA Marnoro 1 cpeaHero 6usHeca. [JaHHas MoAenb SBNSETCA OTAUYHbIM
peLleHreM AN NOCTPOEHUS YaCTHbIX, 3aLUULLEHHbIX CETEN.

KntoyeBble 0COOEHHOCTU:
e KomnnekcHbin Q0S, obecneunBaoT HaMBbLICLUMA MPUOPUTET ONs1 TAKUX KPUTUYECKU
Ba)XHbIX JaHHbIX, KaK BUAEO 1 rofloCcoBOW TpaduK.

e OyHkumoHan Voice-VLAN no3sonut aBTOMaTWUYeCku MpPUOPUTM3MPOBATb BECH
roniocoBou Tpadrk aboOHEHTOB.

e MouwHble cpeacTea 3awmThl, kak IP source guard, DHCP snooping n ARP inspection,
no3sonstoT  3dpdekTMBHO  OOHapyxmBaTb M OnokMpoBaTb  CETEBble  aTaku
3M10YMBbILLITEHHUKOB.

Bo3mMoxHocTun

TexHonorusa Green Ethernet
e KommyTaTtopbl cepun QSW-3420 nogaepkmBarT TEXHONOMMIO 3SHeprocbepexeHus
Green Ethernet.

e Vcnonb3ys MHHOBALMOHHYIO (DYHKLMIO OTKIOYEHWUSI MopTa B Cryvyae HedoCTYNHOCTU
CBSI3aHHOTO CETeBOro  YCTPOWCTBA, afMUHUCTPATOp MOXET KOHTpOnMpoBaTb
aHeprocbepexeHne B COOTBETCTBUN C HYy>KOaMu CETU.
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KOHCTpyKUMS KOMMYTaTOPOB B MOSIHOW Mepe y4nTbiBaeT TpeboBaHMA HWU3KOro Lyma
OKpYyXatoLLen cpefbl.

Mogenw BbINOSHAKTCS B 3ProHOMUYHOM Kopnyce be3 BEHTUIATOPOB UIMN UCMNOJIb3YHOT
yMHbIIZ pexnm ynpaBneHunda BeHTUNndTopamMm B COOTBETCTBMUA C  TEKyLWUMU
TemMmnepartypamMmu, 4To no3BOJIAE€T YMEHbLLUUTb BHELLHNN wymMm n npoanintb CpoK CJ'Iy)K6bI
CUCTEMDbI OXINaXaeHna KOMMYTaTOpPOB.

HPOCTOTa M rMoKoCcTb B JKCcnnyatauuvu, ynpaBsieHUN n O6Cﬂy)KVIBaHVIVI

Mopnepxka yHkumMn Dying GASP, koTopasi Nno3BonsieT MIHOBEHHO U rapaHTUPOBaHHO
yBeJOMUTb agMUHUCTPATOpa O BHELUTATHOM MpPepbIBAHUM NOLAa4YuM 3MEKTPONUTaHUS Ha
KoMMyTaTOop.

MonHas nogoepxka OAM Ethernet (ctangapTt IEEE802.3ah/802.1ag), VCT, DDM
(Digital Diagnostic Monitoring) u gpyrue dpyHkunmn gns 6eicTporo obHapyxeHus cboeB B
CeTM M YMEHbLUEHNSA CMOXHOCTEM B Mpouecce akcnnyataumm u obcnyXusaHus
KOMMYTaTOPOB.

YcuneHHasa 6e3onacHOCTb

Kommytatopbl cepun QSW-3420 noggepxuBaloT pasnuyHble cTaHgapTel  AnS
obecneyeHunst 6e3onacHOCTU ceTu, Takme kak npegoTepalleHne atak SYN Flood, Land,
ICMP Flood n gpyrune TexHonorum DOS-knacca, a Takke BPDU Guard n Root Guard ans
npegoTBpaLleHns co3gaHnsa neterb B TOMOMOMMN U HECaHKLMOHUPOBAHHOIO A0CTYyNa B
ceTb.

Mopoepxka ctaHgapta IEEE 802.1X ana ayteHTudukaumm nonb3oBaTenen npu
nomon RADIUS-cepBepa.

Mopaepxka ACL (nucTbl gocTyna), UCMOMb3YHOLWMXCA ANS OrpaHMYeHust goctyna K
pecypcam ceTun NocpeacTBOM OTKMOHEHUSI U punbTpaumy NakeToB B COOTBETCTBUM C
3a4aHHbIMW NONIUTUKAMM.

Mcnonb3oBaHne DHPC Snooping ans npegotepalleHna DHCP-atak U npMMeHeHus
noggeneHbolx DHCP-cepBepoB Mpy MNOMOLUM YCTaHOBKM trust- M untrust-nopTos.
Bbnarogapst ncnonssosaHmio DHCP Snooping 1 option82, nosiBnsieTcs BO3MOXHOCTb
KOMOMHMpOBaHMA Takux mogynen, kak dot1 n ARP, nubo HesaBucumas peanvsaumsi
dOYHKLMM KOHTPOSIS AOCTYNa Nosib3oBaTenen.

Mogoepxka dyHKumn 6e3onacHocTn ypoBHA L2, Takmx kak ARP guard, Anti-ARP
scanning n gpyrux ARP- 1 MAC-cyHKunin 6e3onacHoOCTv Afis 3aunTbl CETH.

Bbicokasa HapgeXHoOCTb

KommyTtaTtopbl cepum QSW-3420 nmetoT o 4 Uplink-nopToB, 4TO NO3BONSAET NOCTPOUTL
N30bITOYHbIE COEAMHEHNS AN PE3EPBUPOBAHUS Nepefaydv SaHHbIX.

Moppepxka npotokona G.8032, umetowero 50 mc nepmon BOCCTAHOBMEHUS KOSbLa.
Tawke komMmyTaTopbl nogaepxuBatoT G.8032 v2 u MOryT ObiTb MCMONb30BaHbLI B
pasnMyHbIX TOMONOMMAX KONbLa, TakMx Kak single ring, tangent ring, intersection rings,
double rings n gp.

BcTpoeHHasn anekTpomarHuTHas 3aimTa nopTos.

Ocob6eHHocTn VLAN

KommyTtaTtopbl cepumn QSW-3420 nogaepxusatot ctaHgapT 802.1Q n cosgaHve VLAN
Ha ocHoBe nopToB, VLAN Ha ocHoBe MAC-aapeca, Voice VLAN u Protocol VLAN.

LLnpokas nogaepxka TexHonornm QinQ, skntoyaet Normal QinQ u Selective QinQ, 4to
AaeT MakCcMMarbHY MTMOKOCTb B HACTporikax nonutuk QinQ.

Moppepxka cpyHkumm N:1 VLAN Translation, nossonswowas nepefaBaTb HECKOMNbKO
TaroB VLAN BO hperMax OT nopTta JocTyna B ykasaHHbI Tar VLAN, 4To nossonser
OCYLLIECTBIIATb HAOEXHYIO TEXHUYECKYHO NOAOEPKKY CXOAMMOCTM NonnTuk QosS.
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OcobeHHocTu Multicast

o [lopgoepxka npotokona MVR (Multicast VLAN Register), nossonstiowero BbI6opoyHO
nepepasaTtb multicast-tpadpuk mMexagy pasnumyHbiMv VLAN B Uensx ynydlweHus
nponyckHom cnocobHocTn cetn n GesonacHoctn. PyHkumss MVR Trunk nossonser
npueasbiBaTb Multicast VLAN K TpaHKOBOMY NOPTY U 06beAnHATL KOMMYTaToOpy Tpadmk
VLAN B O4MH KaHar, 4YTO 3Ha4YNTEeSIbHO 3KOHOMUT PecypcChbl CEeTHU.

o [lopoepxka IGMP Snooping no3sonsieT npegoTepatute dniyg B multicast-tpaduke.

TexHn4yeckune XapakTepnucTukun

Mopenu QSW-3420-10T-POE-AC QSW-3420-28T-POE-AC
UHTepdencbl

10/100/1000 8 24

BASE-T

100/1000 2 4

BASE-X SFP

MopTbl ynpasneHus 1 KOHCOSbHBIN NOPT

MponsBoaAnTeNbLHOCTb
KommyTaumoHHas 20 [out/c 56 'éut/c
€MKOCTb
CkopocTb nepenayu 15,0 Mnak/c 41,1 Mnak/c
Taobnmua MAC 8K
Tabnuua VLAN 4K
Jumbo frame 10 kb
Tabnuua ACL 1400
Tabnuua ARP 128
Tabnuua 128
MapLupyT13auum

Kon-Bo o4epenen Ha | 8
nopt

dnew-namaTb 32 Mb

OnepatunBHada namsatb | 128 Mb
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Mopenu

QSW-3420-10T-POE-AC QSW-3420-28T-POE-AC

dusunyeckue napamMeTpbl

Paamepbl 330%x230%44 440%280x44
(LUxxB), mm
Macca, kr <272 <3,9
AnekTponutaHme 100 - 240 B AC, 50 - 60 'Ly
MoTpebnaemas <144 Bt <390 Bt
MOLLHOCTb
OxnakpeHue naccmBHoe aKTMBHOE
MTBF > 80 000 yacos
Temnepatypa Paboyas TemnepaTtypa: o1 0 °C go +50 °C
Temnepatypa xpaHeHus: ot =40 °C go +70 °C
OTHoCUKTENbHAasA 5 % — 95 %, 6e3 koHAeHcaTa
BNaXXHOCTb
EMC safety CE, RoHS
MonHuesawmTa 4 kB
PoE IEEE 802.3af PoE (15,4 BT)
IEEE 802.3at PoE+ (30,0 BT1)
BrogyxeT MoLHOCTH BrogyxeT MmoLHOCTH
124 Bt 370 Bt
PYHKLUOHANBLHOCTb

MeToa kKommyTauum

Store-and-Forward

VLAN IEEEB02.1Q, Voice VLAN, Port-based VLAN, Protocol-based VLAN,
MAC-based VLAN
Private VLAN, QinQ, VLAN Mapping 1to 1, Nto 1, GVRP

DHCP IPv4/IPv6 DHCP Client, IPv4/IPv6 DHCP Server, IPv4/IPv6 DHCP
Snooping
DHCP Relay Option 82, DHCPv6 Relay Option 37/38

QinQ Normal QinQ, Selective QinQ
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Mopenu

QSW-3420-10T-POE-AC QSW-3420-28T-POE-AC

3epkanunpoBaHune Port Mirror, CPU Mirror, RSPAN
nopToB
CraTtuyeckas T
MapLupyTM3aLms
Multicast IGMP v1/2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR
MLD v1/v2 snooping, IGMP Querier
ACL IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
IPv6 standard ACL, IPv6 extended ACL, IPv6 multicast ACL
MAC standard ACL, MAC extended ACL
MAC-IP extended ACL, VLAN ACL, Time based ACL
QoS 8 ouepepnen Ha nopT
Mapkuposka Tpaduka 802.1p/DSCP/TOS
Anroputmbl o6paboTku ovepegen: SP, WRR, WDRR, SP+WRR,
SP+WDRR
MeTtop congestion avoidance: Tail drop
OrpaHnyeHune Tpaduka Ha noprax
DyHKUMN Storm Control Ha ocHoBe nakeToB 1 6anToB
©esonacHocTK BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection,
Loopback-detection
Port Security, Dynamic ARP Inspection, Anti-ARP-Scan, IP Source
Guard
IEEE 802.1x, Authentication, Authorization, Accounting Radius,
TACACS+, RADIUS
YnpasneHue TFTP/FTP, SNMPv1/v2c/iv3, SNMP Trap, DyingGasp
obcnyxvBaHve CLI (Console/Telnet/SSH), Web/SSL
Public & Private MIB interface RMON (1,2,3,9), Ping, Trace Route
Syslog, SNTP/NTP, Dual IMG, Multiple Configuration Files, VCT,
DDM; ULDP, LLDP/LLDP MED
HapexHocTb
MpoTokonbl 802.1D STP, 802.1W RSTP, 802.1S MSTP
pes3epBrpoBaHNA LACP, MRPP, ERPS, CFM

MSTP Instances

64

ArpernpoBaHue
KaHanoB

8 rpynn/8 nopToBs 8 rpynn/8 nopTos

JononHutenbHO

Green Ethernet

IEEE 802.3az (Energy Efficient Ethernet)
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UHdopmauusa ana 3akasa

Mopgenb OnucaHue

QSW-3420-10T-POE-AC Ynpaensembli KOMMyTaTop ypoBHs L2+ ¢ nogaepxkon PoE
802.3af/at, 8 noptos 10/100/1000 BASE-T, 2 nopta SFP, 4K
VLAN, 8K MAC-agpecoB, KOHCOSIbHbIA MOPT, BCTPOEHHbIN Bl
pasbeMm nuTaHus Ha nepegHen naHenn, 100 — 240 B AC,
pa3amepbl LLx[xB (335%x220x44 mm)

QSW-3420-28T-POE-AC Ynpaensembli KOMMyTaTop ypoBHs L2+ ¢ noggepxkon PoE
802.3af/at, 24 nopta 10/100/1000 BASE-T, 4 nopta 100/1000
BASE-X SFP, 4K VLAN, 8K MAC-aapecoB, KOHCOMbHbI NOPT,
BCTPOEHHbIN Bl pasbem nuTaHus Ha nepenoHeEn mnaHenwu,
100 — 240 B AC, pa3smepsbl LUxMxB (440%280%44 Mmm)

O6wasn nHcpopmauusa

3ameyaHma n npeaonoXxeHusd

Mbl Bcerga CTpeMUMCH yhyulnTb Hawly AOKYMEHTauui M nomodb BaM paboTaTb nyulue,
NO3TOMY Mbl XOTUM YCrblwaTth Bac. Mbl Bcerga pagbl o0paTHON CBA3W, B OCOOEHHOCTU:

e OWNOKM B cogepXKaHun, HEMOHSITHbIE UM NPOTMBOPEYaLLMe MecTa B TEKCTE;

e Yaeu no ynyylweHuo 4oKyMeHTauum, 4Tobbl HaxoauTb nHGopmaumo bbicTpee;

e HepaboTaroLme CCbINKN 1 3aMeYaHns K HaBuraumm no OKyMeHTY.
Ecnu Bbl xO0TUTE HanMcaTb HamM NO NOBOAY AAHHOrO JOKYMEHTa, TO UCNONb3ynTe, NoXanymncra,
dopmMy obpaTHOM CBA3N Ha canTe gtech.ru.

MapaHTHUA u cepBUc

Mpouenypa n HeobxoanMbIE OENCTBMS MO BOMPOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «[lMogoepxka» —> «[ apaHTUNHOE OBCNYKUBAHME Y.

O3HakoMNTbLCA C MHpOpMAaLMEN NO BOMpOCaM TECTMPOBaHUS 060pyaOBaHMS MOXHO Ha canTe
QTECH B pasgene «lNogaepxka» —> «B3saTb 000pyaoBaHMe Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyro B Criy>k0y cepBuca Mo 3NeKTPOHHOM noyte sc@gtech.ru.

TexHU4YecKas noaaepxkKa

Ecnn Bam HeobxoaMmo cOgencTBMe B BOMPOCAX, KacallMxcs Hawero obopyaoBaHusi, TO
MOXEeTe BOCMNOJSIb30BaTbCs Hallen aBTOMaTU3NMPOBAHHOMW CUCTEMOM 3anpoCOB TEXHUYECKOrO
cepBuc-LUeHTpa helpdesk.qgtech.ru.

TenedoH TexHudeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbI oduc +7 (495) 477-81-18
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https://www.qtech.ru/company/contacts/
https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru
https://helpdesk.qtech.ru/

aneKTPOHHaFl BepCcusda AOKyMeEeHTa
Oata nybnukaumn: 15.02.2024

https://files.qgtech.ru/upload/switchers/QSW-3420/QSW-3420_datasheet.pdf
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